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Abstract

Energy monitoring holds significant implications for sustainability, cost-efficiency, and energy security in Energy
usage. In this paper, the One-Class Support Vector Machine model (OCSVM) was employed to monitor energy
usage. The system collected real-time data on voltage, current, power, and other energy parameters from a
residential apartment over one month. Advanced data analytics provided useful information into consumption
patterns. The OCSVM model was trained to identify anomalies indicative of potential energy/electricity theft.
The implemented system effectively acquired real-time electrical data, enabling analysis of peak usage times,
recurring trends, and parameter correlations. The trained OCSVM model exhibited a precision of 0.9525, recall
of 0.9441, and F1 score of 0.948 in detecting energy consumption anomalies, thereby demonstrating its

effectiveness in energy theft detection.
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Introduction

The growing demand for energy and increasing
environmental concerns have heightened the need
for optimized energy consumption and anomaly
detection, such as energy theft (Yip et al., 2018;
Fang et al, 2020). Electricity providers and
distributors have constantly made efforts to make
energy accessible to customers but there are still
losses incurred in technical and non-technical forms.
Figure 1 gives the classification and types of Electric
power losses. Technical Losses (TL) arise as a result
of grid failure, power outages and short circuits
(Fang et al., 2020), while Non-Technical Losses
(NTL) are caused by consumer inappropriate energy
usage and connection, theft etc. (Guerrero et al.,
2017). Energy Theft is the use of electricity from
electricity providers or utility companies without a
legitimate access or legal binding (Ahmad et al.,
2017), and it means that the energy consumed is
invariably not billed (Aldegheishem et al., 2021).
Energy/Electricity theft is a prevalent situation in
both the developing and developed nations, which
has made energy monitoring and theft detection a
necessity.

Energy theft causes increase in energy demand,
substantial energy income loss, huge energy load on

existing distribution networks (Aldegheishem et al.,
2021; Mahmood et al., 2015). Aside these effects,
the brunt of the energy thefts outcome is bore by
consumers who are rightly connected by paying the
extra bills incurred by the disloyal consumers
(Ahmad et al., 2017; Ramos et al., 2016). In Nigeria,
according to (Shokoya and Raji, 2019), the
Electricity Distribution Companies (Discos) loses
about N30 billion monthly to energy theft. Energy
theft is considered to be responsible for about 80%
of energy losses in Nigeria (David et al., 2017).
Conversely, energy theft poses a significant
worldwide problem that negatively affects utility
companies and electricity users. In the US, it was
reported that about $6 billion is lost annually due to
energy theft, while about 20% of the generated
power in India is lost to energy theft (Razavi and
Fleury, 2019). According to Zulu and Dzobo (2023),
Energy theft poses substantial financial challenges
for utilities, with global losses estimated at over $25
billion annually. It disrupts distribution networks,
causes equipment stress and presents safety hazards.
Societal impacts include perpetuating inequalities in
reliable power access.

Energy theft spans across developed and
underdeveloped countries of the world, thereby
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Figure 1: Electric Power Loss Classification (Aldegheishem et al., 2021)

simply being a global issue of concern for providers
and distributors of electricity. The extent of the
economic impact of energy theft calls for different
approaches to curb or reduce its effect on the
economy; with energy monitoring being one of such
approaches. Therefore, energy monitoring systems
play a crucial role in tracking, recording, and
analyzing energy consumption. Energy monitoring
enables energy conservation, efficiency, and cost
savings (Al-Ali et al., 2017).

Energy has been monitored for several years using
the traditional method of physical inspection which
is not efficient and effective due to human errors. In
order to address the rising issues and effects brought
about by energy theft, various options have been
developed. There has been a significant amount of
research in energy monitoring and detection over the
years since the traditional method of physical
inspection has not produced the desired results.
Energy scientists and specialists have adopted
machine learning and the study of obtained data
from the Smart Grid (SG) (Ahmad et al., 2022). The
study presented in this paper implemented an energy
monitoring system integrated with machine learning
model based on the One-Class Support Vector
Machine (OCSVM) algorithm. The integration of
advanced machine learning techniques, such as
OCSVM, holds promise for detecting and mitigating
energy theft.

One-Class Support Vector Machines (OCSVM)
for Anomaly Detection

OCSVM is an unsupervised machine learning
technique used for outlier detection by estimating
the boundary separating data from the origin in high-
dimensional space (Hodge and Austin, 2004). It has
been applied to detect anomalies like network
intrusions, fraud and defective images.

The kernel trick of OCSVM
The brilliance of the kernel lies in its application of
the "kernel trick." Instead of explicitly transforming

the data into a higher-dimensional space, the kernel
computes the similarity in that space without
calculating the new coordinates. It allows
computation in the higher-dimensional space
without explicitly transforming the data and also
avoids the computational burden associated with
high-dimensional transformations, making OCSVM
computationally efficient even in non-linear
scenarios. Various kernel functions like linear,
polynomial and Radial Basis Function (RBF) cater
to data characteristics. In Support Vector Machine
(SVM), the decision function is often used and it is
expressed as shown in Equation 1 (Cortes and
Vapnik, 1995).

f(x) =sinY(a;y;K(x;, x) + b) @

where f(x) is the decision or prediction function, x
is the feature vector, N is the total number of training
samples, a; and y; are Lagrange multipliers and
class labels of training samples, K(x;, x) is the
kernel function, x; is the i-th training sample's
feature vector, and b is the bias term or intercept

Real-world situations are rarely linear, and complex,
non-linear interactions are frequently seen in
datasets (Genzel and Kutyniok, 2016). The kernel
trick is the main attraction here. The kernel
technique indirectly translates the input space into a
higher-dimensional feature space rather than trying
to change the data directly (Campbell, 2001). A
kernel function (such as a polynomial or radial basis
function) that computes the similarity between data
points in the higher-dimensional space without
explicitly computing the new coordinates facilitates
this transition (Saini, 2023).

Several types of kernels are employed in SVM, each
catering to specific characteristics of datasets.
Linear Kernel is the simplest, representing the
inner product between feature vectors. It is efficient
for datasets where classes can be effectively
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separated by a straight line, as observed in Equation
2 as,

where x; is the i-th feature vector, and x; is the j-th
feature vector

Polynomial Kernel captures non-linear
relationships by introducing polynomial terms (Cao,
2011). The degree of the polynomial d is a parameter
that can be tuned based on the complexity of the
dataset. Therefore, Equation 2 becomes Equation 3
as shown;

d
K(x;x;) = (xi.x;+ 1) A3)
where d is the polynomial’s degree.

The Radial Basis Function (RBF) or Gaussian
Kernel is widely used for its ability to handle
complex, non-linear relationships (Razaque, 2021)
and it is expressed in equation 4. It is characterized
by a smooth, bell-shaped curve and is particularly
effective in scenarios where the decision boundaries
are intricate as shown in Equation 4 (Ghosh and
Nag, 2001).

2
K(x;x;) = exp (— %) “4)

2, . .
where ||x,- - x]-” is the euclidean distance between
two feature vectors, x; and xj, 6 is a parameter
controlling the width of the Gaussian.

This study presents the design, implementation, and
evaluation of an energy monitoring system capable
of real-time data acquisition and theft detection
using the OCSVM model. The system's performance

was assessed through real-time data acquisition,
electrical data analysis, and the accuracy of the
OCSVM model in identifying energy consumption
anomalies.

Methodology

System Design and Implementation

The energy monitoring system was designed to
measure and record critical electrical parameters,
including voltage, current, power factor, and power.
The block diagram of the design is shown in Figure
2. The system comprised of an Arduino UNO
microcontroller, a PZEM-004T module for electrical
parameter measurement, an SD card module for data
logging, an 12C LCD screen for real-time data
visualization, and other supporting components.

The system architecture involved sensor integration,
real-time data collection and transmission, and
advanced data analysis. The Arduino UNO served as
the central processing unit, interfacing with the
PZEM-004T module to acquire electrical data and
communicating with the SD card module for data
storage and the LCD screen for data visualization.

Data Collection and Analysis

Data  collection was conducted over a
comprehensive one-month period with one hour
interval in a selected residential apartment. The
system continuously recorded voltage, current,
power factor, and power data, capturing a spectrum
of wusage patterns. Advanced data analytics
techniques were employed to process and analyze
the collected data. Descriptive statistics, including
mean, median, and mode, were computed to
understand central tendencies and variations in
energy consumption. Time series analysis identified
peak usage times, recurring trends, and seasonality
patterns in the data gathered. Correlation analysis
explored relationships between various electrical
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Figure 2: Block diagram of the system

FUTAJEET Vol. 19 (1) (https://doi.org/10.51459/futajeet.2025.19.1.131



Agbo et al. /[FUTA Journal of Engineering and Engineering Technology /19(1), 208-215, 2025

parameters, contributing to a comprehensive
understanding of energy consumption dynamics.

End the leaming process

Optimization of trasning
parametens

The training process involved separating the dataset
into training and testing subsets. The OCSVM

Data Preparation
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'
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Figure 3: OCSVM model algorithm flow chart

Figure 4: Energy monitoring system during test

OCSVM Model Development and Training

The OCSVM algorithm was chosen for its ability to
detect anomalies in energy consumption patterns,
indicating potential energy theft. The model was
trained using a labeled dataset consisting of normal
and anomalous instances of energy consumption.
The flowchart of the model development and
training path is provided in Figure 3. Feature
selection involved identifying relevant electrical
parameters, such as voltage, current, power factor,
and power, as input features for the model.
Hyperparameter tuning was performed to optimize
the model's performance, including the kernel type,
nu, and gamma parameters.

model was trained on the training data, learning the
characteristics of normal energy consumption
patterns. Subsequently, the model's performance
was evaluated on the test data using metrics such as
precision, recall, F1 score, and confusion matrix.

Results and Discussion

Performance of the Energy Monitoring System
The implemented energy monitoring system
demonstrated commendable effectiveness in real-
time data acquisition. The energy monitoring system
under test is shown in Figure 4. It seamlessly
recorded voltage, current, frequency, power, and
power factor, providing a comprehensive snapshot
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of the electrical behaviour within the monitored
environment.

Electrical Data Analysis

3. Correlation  Analysis:  Exploring the
relationships among voltage, current, frequency,
power, power factor, and energy consumed
contributed to a comprehensive understanding of the
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Figure 5: Energy consumption pattern of one of the days
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Figure 6: Correlation among the electrical parameters

The analysis of the acquired energy consumption
data revealed valuable information into patterns and
correlations between various electrical parameters.

1. Peak Usage Times: By analyzing the
recorded values over different time intervals, the
system effectively identified periods of heightened
energy demand, aiding in optimization and load
management. The trend of usage of energy is
provided for One (1) day in Figure 5.

2. Recurring Trends: The systematic analysis
unveiled recurring daily, weekly, or seasonal trends
in energy consumption, facilitating proactive
measures for energy conservation.

energy system's dynamics and overall efficiency.
The correlation heatmap is presented in Figure 6. It
can be observed that the electrical parameters were
well correlated with the diagonal values of 1.

One-Class Support Vector Machine (OCSVM)
Model Results

The decision boundary for the One-Class Support
Vector Machine (OCSVM) on how it separates data
is shown in Figure 7. Each data point is represented
by 'x', The red shaded area represents the normal
region as learned by the OCSVM. Any new data
point falling within this red area would be classified
by the OCSVM as "normal" or "expected" behavior.
The OCSVM has learned a complex, non-linear
boundary to encompass the majority of the black 'x'
points. The blue region represents the anomaly
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region. Any new data point that falls into this blue
area would be classified by the OCSVM as an
anomaly.

Feature 2

-3 -2 -1

trained OCSVM model exhibited high precision,
recall, and F1 scores, indicating its ability to
accurately identify anomalies indicative of potential
energy theft. These findings contribute to enhancing

1 2 3 4

Feature 1

Figure 7: Decision boundary of the One-Class Support Vector Machine (OCSVM)

Table 1: The obtained performance matrices

S/N PARAMETER RESULT
1 Precision score 0.9525
2 Recall score 0.9441
3 F1 score 0.948

The trained OCSVM model exhibited significant
strength in identifying anomalous patterns
suggestive of potential energy theft. Key
performance metrics used are:

Precision  Score:  0.9525, indicating that
approximately 95.25% of instances flagged as
anomalies were true anomalies.

Recall Score: 0.9441, implying that the model
correctly identified 94.41% of actual anomaly cases.

F1 Score: 0.948, demonstrating a robust balance
between precision and recall.

The confusion matrix further illustrated the model's
ability to effectively differentiate between normal
and anomalous energy consumption instances.
Overall, these results demonstrate the OCSVM
model's effectiveness in detecting energy
consumption anomalies, facilitating electricity theft
detection within residential settings.

Conclusion

This study successfully implemented an energy
monitoring system integrated with an OCSVM-
based energy theft detection model. The system
effectively acquired real-time electrical data,
enabling analysis of energy consumption patterns,
peak usage times, and parameter correlations. The

energy efficiency and security in residential
apartments. Future research directions include
expanding the system to three-phase AC systems,
refining the anomaly detection model with
additional training data and algorithms, building a
centralized dashboard for data visualization and
system control, and conducting field trials across
diverse residential facilities.
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