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Abstract

This work explores the use of the “You Only Look Once’ (YOLO) deep learning model, for real-time weapon
detection in images to enhance security. The work addresses the rising threat of insecurity of lives in Nigeria by
developing an automated system capable of identifying guns and knives in public spaces, including the local
indigenous ones. The primary dataset used consisted of publicly available foreign image datasets of handguns and
knives. Also, a small custom dataset was created consisting of images of local indigenous weapons taken within
Nigeria. These diverse datasets were pre-processed and used with YOLOv10 model for training, validation and
test. Google Colab with GPU acceleration was used for the training. After validation, a mean average precision
(mAP) of 64.4% was achieved for all the classes (57% for the knife class and 72% for the handgun class). On the
test dataset, an overall precision of 76%, an overall recall of 64%, and an overall F1-score of 70% were achieved;
thus, demonstrating some level of success in detecting local indigenous weapons, and detecting handguns better
than knives, though challenges such as false positives, false negatives and misclassifications were noted. With
larger custom dataset of images of local indigenous weapons for training, better results would be achieved. The
work shows that the YOLO-based system can be integrated into existing security infrastructures of the country,
with potential to improve existing security measures, and contributing to improved public safety.
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Introduction
In recent years, the rise of terrorism, banditry and

kidnapping incidents has posed significant threats to
public safety and security in Nigeria. These threats
often involve the use of weapons which have caused
significant harm and panic in various settings,
including schools, villages, farms, public transport
systems, intercity and interstate transportation, and
crowded events. Weapon detection is invaluable in
maintaining safety in security-sensitive
environments such as airports, schools, religious
centres and other public gatherings. Traditional
security measures of detecting weapons, including
manual physical inspections and use of metal
detectors, have limitations in accuracy, speed,

scalability, and are error prone (Santos et al., 2024).
Security personnel would manually inspect bags and
individuals, and video surveillance systems require
human operators to monitor footage, which
introduces a high risk of human error and missed
detections depending on the conditions or state of
mind of the human operator (More et al., 2024).
These methods, although useful in controlled
environments like airports and government
buildings, can be time-consuming, require
substantial human resources, and have limited
ability to detect weapons.

Given the current security landscape of Nigeria and
the continual evolution of weapons, the detection of
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weapons in public and private spaces remains a
significant challenge. In the Northwest of Nigeria,
banditry, kidnapping and terrorism have caused
displacement of many people from their homes and
land, hamper free trade, and affected food supplies
throughout the country (Akinyede et al., 2023). In
most advanced countries of the world, information
technology (IT) is gaining wide acceptability and
usage in the management of crimes (Akinyede et al.,
2022).

Therefore, in crime scenes where weapons are being
used, there is a pressing need in the country for
innovative solutions that can enhance the automatic
and remote detection of weapons in real time
especially in images and video feeds. Though object
detectors have made significant advances in
accuracy and inference speed, detecting small
objects, especially for autonomous weapons in
closed circuit television (CCTV) footage, still poses
a significant challenge (Gonzalez et al., 2020).
Research into intelligent video surveillance systems
has grown with a notable increase in interest in
weapon detection and video analytics. With the
advancements in the fields of artificial intelligence
(AD), interest has increased in developing automated
systems for weapon detection. Machine learning
(ML) is a field of artificial intelligence that enables
systems or machines to learn from data and improve
or optimize their performance. With the advent of
ML techniques, the field of weapon detection
experienced a paradigm shift. ML algorithms like
Support Vector Machines (SVMs) with Haar-like
features or Histogram of Oriented Gradients (HOG)
were used to detect objects in images and video
feeds. However, these early ML methods had
limitations in handling complex scenarios, such as
detecting partially obscured objects or identifying
non-standard weapons in diverse environments
(Jimenez et al., 2024).

The development of deep learning (DL) has
revolutionised the weapon detection landscape. It
has shown remarkable success in various object
detection tasks. DL is a subset of ML, and it involves
training artificial neural networks (ANN) with
multiple layers to recognise patterns and make
predictions based on large amounts of data. Various
models and technologies, including recurrent neural
networks (RNNs), long short-term memory (LSTM)
networks and convolutional neural networks

(CNNs), have been developed and applied to
weapon detection in CCTV footages. CNNs and
object detection frameworks like Faster Region-
based Convolutional Neural Networks (Faster-
RCNN) and “You Only Look Once” (YOLO) enable
real-time weapon detection with a high degree of
accuracy (Santos et al., 2024). These DL-based
models allowed for the automatic detection of
weapons in images and video streams, significantly
reducing the need for human intervention and
enhancing response times. CNNs are well-suited for
image-related tasks due to their ability to
automatically learn spatial hierarchies of features
from input images.

Shidik et al., (2019) conducted a comprehensive
review of intelligent video surveillance, analysing
trends, techniques, and the challenges faced in the
field. They noted that there is a gap in the existing
research which highlights the need for more
comprehensive datasets and enhanced strategies for
data processing in surveillance systems. Qi et al,
(2021) presented a solution to the problem of gun
violence detection by developing a rich dataset
specifically designed for video surveillance and a
real-time gun detection system. The system
combines DL algorithms optimized for edge devices
and cloud servers to improve detection accuracy
while reducing false positives. Jain et al.,, (2020)
proposed a method for weapon detection using
CNN-based models, including single-shot multi-box
detectors (SSD) and faster-RCNN architectures.
Their research focused on detecting firearms and
knives in real-time scenarios, though limitations
related to computational speed were identified.
Dakalbab et al., (2022) developed a multi-faceted
approach using CNN, RNN, and LSTM networks
for crime prediction, real-time analysis, and
anomaly detection in surveillance videos. Their
research contributed to improving public safety by
combining predictive analytics with real-time video
analysis. Mane (2024) developed a new image
dataset for various weapon detection and
classification tasks. He used four different models
for training and evaluation wusing different
evaluation metrics which are Faster-RCNN with
Inceptionv2, Faster-RCNN with Resnet50, SSD
with Inceptionv2, and SSD with Resnet50.
Experimental analysis showed that the Faster-
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RCNN models are superior to SSD models for
weapon detection systems.

Among the various DL models developed for object
detection in more recent approaches is the YOLO
model which stands out for its speed and accuracy
(Redmon et al., 2016). The YOLO model divides the
image into a grid and predicts bounding boxes and
probabilities for each grid cell, thereby enabling
localisation of objects within the image. By
optimizing YOLO as a single convolutional
network, the model processes images at an
impressive rate, while maintaining accuracy across
a wide range of object categories. The evolution of
the YOLO series over the past decade has shown
groundbreaking advances in real-time object
detection, improving both speed and accuracy
through  optimized training strategies and
architectural improvements (Sapkota et al., 2024).
YOLO has been widely adopted for weapon
detection due to its ability to process entire images
in a single pass, performing object classification and
localisation simultaneously, thereby making it faster
and more efficient than previous methods (Kumar et
al., 2024). YOLOV3 to YOLOvS have been applied
to detect weapons in images, webcams and videos,
in dark environments, with email alerts, etc.,
highlighting the importance of optimising model
parameters and preprocessing techniques to enhance
detection accuracy (Warsi ef al., 2019; Reddy et al.,
2023; Yadav et al., 2024; Chunchwar et al., 2024,
Keerthana et al., 2024). Recent advances in YOLO,
such as YOLOvV9, and YOLOv10, have further
enhanced the accuracy and efficiency of weapon
detection systems. These models can now detect a
wide range of weapons, including firearms, knives,
and other dangerous objects, even in cluttered
environments or under poor lighting conditions
(More et al., 2024). For instance, recent research has
proposed integrating YOLO with transformer
architectures to improve detection accuracy,

especially for small and concealed weapons
(Jimenez et al., 2024).

Computer-based weapon detection has witnessed
significant advances. However, challenges still
remain, particularly in dealing with false positives,
false negatives, detecting non-metallic weapons or
obscured weapons as well as indigenous weapons,
and operating effectively in complex environments
like crowded public spaces. These challenges
continue to drive research in this area, and further
research is ongoing to improve the robustness of
these systems while minimising computational costs
and false alarms (Santos et al., 2024). Therefore, the
aim of this work is to harness the power of YOLO
to develop a weapon detection system capable of
localizing and identifying guns and knives including
the local ones that are indigenous to Nigeria in
various environments in images and possibly video
feeds, implement and test the system, thus
contributing to the prevention of terrorism,
kidnapping incidents, and other security issues in
Nigeria. The objectives are to collect, annotate, and
preprocess a dataset of images of guns and knives in
various contexts and conditions including those
indigenous to Nigeria; configure and train the
YOLO model to detect guns and knives; and
evaluate the system.

The YOLO Model

YOLO is a deep learning-based object detection
algorithm that can detect more than one object in a
single frame. Unlike other detection methods which
apply models to image regions multiple times,
YOLO frames object detection as a single regression
problem rather than a series of classification and
localisation tasks (Redmon et al, 2016). This
enables real-time detection with high accuracy,
thereby making it suitable for tasks that require
immediate response. Figure 1 shows the simplified
YOLO detection system. efficiency.

1. Resize image.

2. Run convolutional network.

3. Non-max suppression.

Figure 1: The YOLO Detection System (Redmon et al., 2016).
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The key components of YOLO's architecture are:

i. Single Neural Network: YOLO applies a
single CNN to the full image, directly
predicting bounding boxes with class
probabilities in one evaluation.

ii. Grid System: The input image is divided into
grids. Each grid cell predicts bounding boxes,
confidence scores and class probabilities for
the boxes.

iii. Bounding Boxes: Each bounding box
includes coordinates, dimensions, and a
confidence score that reflects the likelihood
of the box containing an object.

iv. Class Prediction: Each grid cell predicts
conditional class probabilities, which are
multiplied by the confidence scores to yield
class-specific confidence scores for each
bounding box.

YOLO has evolved through several versions, each
bringing improvements in accuracy, speed, and
capabilities (Ali and Zhang, 2024). YOLOv1 was
released in 2016; YOLOv2 in 2017; YOLOV3 in
2018; and YOLOvV4 in 2020 to balance the trade-off
between speed and accuracy more effectively
(Bochkovskiy et al., 2020). In the same year,
YOLOVS, developed by Ultralytics was released,
though it was not an official continuation by the
original authors (Ultralytics, 2020). In 2022,
YOLOv6 was released, and in the same year,
YOLOv7 was released incorporating advanced
training techniques. YOLOvS8 was released in 2023;
and YOLOv10 in May 2024 with significant
advancements over its predecessors to minimise

Performance Metrics

YOLO models are evaluated using several key
performance metrics that assess their detection
capabilities. Some relevant ones to this work are
discussed briefly:

i.  Precision: This is the ratio of true positive
(TP) detections to the sum of true positives
and false positives (FP). A false positive
occurs when the model incorrectly identifies
an object or detects something that is not
present. High precision means fewer false
positives.

ii. Recall: This is the ratio of true positive
detections to the sum of true positives and
false negatives (FN). High recall means fewer
false negatives.

iii. F1 Score: This is a harmonic ‘mean’ of
precision and recall.

iv. Mean Average Precision (mAP): This is the
primary metric for object detection and is
calculated as the average of average precision
(AP) across all classes.

v. Loss Function: This aims to minimise
prediction errors during training and it
combines three components: classification
loss, localisation loss, and confidence loss.
The overall loss is a weighted sum of these
components.

Materials and Methods

Overview

Building models that generalise well across different
environments is a critical challenge in object
detection tasks like weapon detection. Figure 2
shows the stages of the processes involved in
carrying out this work.

computational ~ overhead  while  enhancing
performance (Wang et al., 2024).
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Figure 2: Stages of the processes of this work in block diagram.
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The dataset consisted of publicly available image
datasets and a small local custom dataset of images
of local indigenous weapons in Nigeria. The dataset
is of two primary classes: Handguns and Knives.
These images were preprocessed, and some image
augmentations were applied to them. The dataset
was split into training, validation and test sets. The
YOLOvVI10 architecture was chosen due to its
balance  between  speed and  precision
(https://docs.ultralytics.com/models/yolov10/). The
model was trained over several epochs, with
hyperparameters being tuned to optimise
performance.

Data Collection and Preparation

Data Collection: Creating a robust dataset for
weapon detection comes with numerous challenges.
These challenges are amplified when dealing with
local indigenous weapons of the country, which are
less standardised and harder to find in existing

e
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databases. Most open datasets are focused on
internationally recognised weapons, leading to a
scarcity of images or videos depicting local
indigenous weapons from regions of Nigeria. The
dataset used was sourced from publicly available
image datasets that included various weapons. The
primary sources are images downloaded from
Kaggle datasets and Open Images datasets (Kaggle
Datasets; Open Image Datasets) from which images
for this work were extracted. Also, a small local
custom dataset was created consisting of images of
local indigenous weapons in Nigeria sourced by the
authors from the internet (news outlet sites, social
media sites, etc.), camera devices, and from some
Nigerian movies in which indigenous local weapons
were depicted. In this local custom dataset, attention
was paid to the inclusion of some images containing
non-weapons, as well as other weapons such as long
guns, hunter guns, rifles and machetes. Some images
of handguns and knives from the dataset, and some
of the local indigenous ones are shown in Figure 3.

Zf».

(c)

Figure 3: Samples of some of the dataset images showing (a) handguns, (b) knives. (c) Some of the indigenous
ones of the local custom dataset created by the authors.

Data Preprocessing: The collected images were
preprocessed using Roboflow platform. The
following preprocessing operations were performed
on the images.

(i) Augmentation: To increase the dataset size
and variability, the following image
augmentations were applied: (a) Randomly
rotating images up to 90 degrees; (b)
Applying random scaling transformations to
simulate  variations in distance; (c)
Horizontally flipping images to cover
mirrored weapon orientations; and (d)

Modifying brightness and contrast to
simulate different lighting conditions.

(ii)) Annotation: The annotation of images
involves labelling the objects within the
images. This process was conducted using
an annotation tool (CVAT - Computer
Vision Annotation Tool) which is an open-
source graphical image annotation tool for
bounding box annotation. It involved
manually drawing bounding boxes around the
weapons and assigning them class labels
("Gun" and "Knife"). Each image was
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annotated with bounding boxes around the
weapon objects to mark their locations within
the frame, and each box was labeled with the
appropriate class. The labelling process
ensured the dataset included accurate ground
truth annotations for each weapon. The
annotations were saved in the YOLO format,
which includes a text file for each image with
bounding box coordinates and class labels.

—> Forei

Training
(668)
Final ) .
Dataset Validation

Test
(216)

— —— Local Custom (216)

Dataset Split: After augmentation, the final dataset
used comprised a total of (1,040) images, covering
handguns and knives in different poses,
backgrounds, lighting conditions, and perspectives
to enhance generalisation. Within this dataset is the
local custom dataset of 156 images. The final dataset
was split into three parts: training, validation and
test. The final dataset split is shown graphically in
Figure 4.

ey _:: Knives (324)
o Handguns (324)
Knives (10)
L local Custom (20) —|
Handguns (10)

n,:\,“_|:: Knives (68)
Handguns (68)

156 Knives (10
(1,040) (158) . Local Custom (20) —] At
Handguns (10)

— Knives (100)
Handguns (100)

L Non-weapon/other weapons (16)

Figure 4: The final dataset

The training set was labelled and used for learning;
and the validation set was labelled too and used for
tuning  hyper-parameters and  the model’s
performance evaluation. The test set was unlabelled
and used for final performance evaluation. The
training set consists of 668 images of two types of
weapons (guns and knives) among which 20 images
are from the local custom dataset shared equally (10
of guns and 10 of knives). The validation set consists
of 156 images shared equally (78 for guns and 78 for
knives). Within the 156 images of the validation set
is the local custom dataset of 20 images shared
equally. The test set consists of 216 images among
which 116 are from the local custom dataset (50 of
guns, 50 of knives and 16 of non-weapon/other
weapon images). This gives relative proportion of
Training: Validation: Test sets to be 65%:15%:20%.

Model Selection and Architecture

The YOLOvV10 model was chosen due to its
suitability for real-time object detection and its
emphasis on speed and accuracy. According to
Ultralytics, the model addresses the post-processing
and model architecture deficiencies of previous
YOLO versions. It eliminates non-maximum
suppression (NMS) and optimizes various model

components, thereby improving performance and
significantly reducing computational overhead
(https://docs.ultralytics.com/models/yolov10/;
THU-MIG/yolov10). The YOLOv10 model
architecture consists of the following components:
Backbone, Neck, One-to-Many Head, and One-to-
One Head. Its simplified diagram is shown in Figure
5 (Wang et al., 2024).

Consistent Match. Metric
One-to-many Head w @
]T'E .....
\I

Dual Label Assignments

1
! @_@l i
m s+p®-loU(b, b)ﬂ|
1

One-to-one Head
 EmE
1

‘1'1

Figure 5: YOLOvV10 model components (Wang et
al., 2024).

Due to resource constraints, the Nano version,
YOLOvV10-N from the official YOLO GitHub
repository was implemented as this version is for
extremely resource-constrained environments.
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Training, Validation and Test

Training Environment: The model was trained
using Google Colab which is an online platform that
provides a free GPU environment ideal for deep
learning tasks, especially given the computational
demands of the YOLOv10 architecture.

Training Process and Validation: The YOLOv10
model was initialised with pre-trained weights, to
allow it to adapt to the new weapon detection task.
The learning rate, batch size, and number of epochs
were carefully chosen to ensure a balance between
convergence, speed and accuracy. The training was
carried out with the following parameters: (i) Initial
learning rate was set at 0.001 (consequently tuned
up through experimentation); (ii) Batch size was set
to 16, to balance memory consumption and speed;
and (iii) The model was trained for 60 epochs, with
early stopping implemented to prevent overfitting.
During training and validation, key metrics were
monitored to track the model's performance. To
optimise and fine-tune the YOLO model, (i) the
learning rate was dynamically adjusted based on

train/box_loss train/cls_loss

train/dfl_loss

training progress to improve convergence; (ii)
techniques such as rotation, scaling, and flipping
were applied to enhance the robustness of the model;
and (iii) different hyper-parameter values were
experimented to find the optimal configuration.
After training and validation, the model's
performance was evaluated on the validation set
using precision, recall, F1-score and mean Average
Precision (mAP) metrics to assess its effectiveness
in detecting weapons.

Test Data: After validation, the developed weapon
detection model was tested with the unlabelled test
dataset and the model's overall performance was
evaluated.

Results and Discussion

Model Accuracy and Loss

During training, both accuracy and loss metrics were
tracked over each epoch for both the training and
validation datasets. Figure 6 illustrates the trends in
loss and accuracy for both the training and the
validation datasets.

metrics/precision(B) metrics/recall(B)

0.8
] —e— results
2.8 + smooth 324 0.6 1
2.6 6 0.6 0.5
3.0
2.4 4 0.4 4
4 0.4
2.24 2.8 1 0.34
2.01 24 2.6 0.21 0.2
0 25 50 0 25 50 0 25 0 25 50 0 25 50
val/box_loss val/cls_loss val/dfl_loss metrics/mAP50(B) metrics/mAP50-95(B)
9 0.35
4.4 4 4.6
¥ 0.6 1
8 0.30
4.2 4.4 ]
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4.0 4.24
6 0.4 4
. il 0.20
54 & 0.3 0.15 1
3.64 3.8
4 364 0.2 0.10
3.4 3]
3.4 0.1 0.05 -
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(a) (b)

Figure 6: Plots of model (a) loss and (b) accuracy.

The graphs provide a clear view of the model's
learning progression across the epochs and help
visualise its convergence towards better detection
performance. The training accuracy increased

steadily across epochs, reflecting the model's ability
to classify and localise weapons in the training set.
At the same time, the validation accuracy also
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improved, indicating that the model was
generalising to unseen data.

On the other hand, the training loss decreased
consistently with each epoch, showing that the
model was progressively refining its predictions on
the training data. The validation loss exhibited a
similar downward trend but fluctuated slightly,
which is common due to the variability in the
validation data. Overall, the final training and
validation accuracy scores demonstrated that the
model was well-optimised.

Model Performance
Figure 7 shows the results of the total training and
validation of the model, and Table 1 is the

Performance Metric Table for the validation. In the
figure and the table, the values for Precision, Recall
and the mean Average Precision (mAP) for all
classes for the validation correspond to the final
mean values attained after the last epoch (60th) in
the corresponding plots of Fig. 6(b) for Precision,
Recall and mAP50. The mAP for all the classes was
64.4%; the mAP for the Knife class was 57%; and
the mAP for the Handgun class was 71.8%. These
results show that the model demonstrated some level
of success in detecting local indigenous weapons,
with better detection of guns than knives. This
moderate success is because of very limited datasets
used for the entire work both for the training and the
validation, and the small number of images of local
indigenous weapons.

+ Code + Text Vv T4
» ° all i56 190 0.667 9.602 0.629 9.332 ~
fre Epoch GPU_mem box_loss c¢ls_loss dfl_loss Instances Size
- 59/60 2.98G 1.885 1.426 2.521 15 640: 100% 250/250 [01:49<00:008, 2.29it/s]
Class Images Instances Box(P R mMAPS@ mAPS5@-95): 100% 5/5 [00:02<00:00, 2.49it/s]
all 156 190 0.601 9.655 0.614 0.333
Epoch GPU_mem box_loss cls_loss dfl_loss Instances Size
60/60 2.98G 1.861 1.379 2.508 16 640: 100% 250/250 [01:47<00:08, 2.33it/s]
Class Images Instances Box(P R MAPS@ mAPS5@-95): 100% 5/5 [0@:03<00:00, 1.42it/s]
all 156 190 0.617 0.664 0.629 0.338
60 epochs completed in 1.866 hours.
Optimizer stripped from runs/detect/train/weights/last.pt, 5.8MB
Optimizer stripped from runs/detect/train/weights/best.pt, 5.8MB
Validating runs/detect/train/weights/best.pt...
Ultralytics 8.3.5 g7 Python-3.108.12 torch-2.4.1+cul21 CUDA:@ (Tesla T4, 15102MiB)
YOLOvien summary (fused): 285 layers, 2,695,196 parameters, © gradients, 8.2 GFLOPs
Class Images Instances Box(P R mAP5@ mAPS0-95): 100% 5/5 [00:03<00:00, 1.50it/s]
all 156 190 0.687 0.622 0.644 9.341
Knife 78 90 0.631 9.611 0.57 0.204
Handgun 78 160 0.742 0.634 0.718 0.478
Speed: ©.7ms preprocess, 5.8ms inference, @.0ms loss, 1.4ms postprocess per image
Results saved to runs/detect/train
@ Learn more at https://docs.ultralytics.com/modes/train
Figure 7: Results showing the total training of the model.
Table 1. Performance Metric Table
Class Images Instances Precision Recall F1-score mAP
All 156 190 0.687 0.622 0.655 0.644
Knife 78 90 0.631 0.611 0.621 0.57
Guns 78 100 0.742 0.634 0.688 0.718

With larger datasets for training and validation, and
substantial quantities of images of local indigenous
weapons used in the training as well, better detection
results are expected to be achieved.

Test Data Detection Results

The detection results of the YOLOv10 model on
unlabelled test images showed moderate success in

identifying guns and knives. In many cases, the
model was able to detect them and draw bounding
boxes around them with reasonable accuracy. Each
detection included a confidence score, reflecting the
model’s assessment of the likelihood that the
detected object was a weapon. Figure 8 shows some
detection results for guns and knives, including
bounding boxes around detected weapons, along
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with the confidence scores assigned by the model,
and highlighting successful detections, missed

detections, and different confidence levels for same
images.

(a)

(b)

Figure 8: Some images showing results of (a) gun detection, and (b) knife detection.

While the model performed well in relatively
straightforward scenarios, such as clear images with
distinct weapons, its performance in more complex
environments such as images with cluttered
backgrounds, poor lighting, or partial occlusions
was less consistent. In some instances, the model
struggled with detecting weapons taken in black and
white (some examples in Figure 8(a)), or types of
weapons that are not in the training set (some
examples in Figure 8(b)), leading to occasional false
negatives or missed detections. Figure 9 shows the
Confusion Matrix of the detection results on the test
dataset.

Detected
Handgun Knife

NW

Knife Handgun NW
Actual
Figure 9: The confusion matrix of detection results
of the test dataset showing the distribution of
correct, incorrect and missed detections.

In figure 9, NW for the columns (actual) stands for
non-weapon images or images with other weapons
different from knives and handguns such as
machetes, etc., while NW in the rows stands for no
detection. The figure shows the number of handgun
images that were truly detected, misclassified as
knives, and wundetected (missed detection).
Likewise, the figure shows the number of knife
images that were truly detected, misclassified as
handguns, and undetected (missed detection). Also,
the number of non-weapon/other weapon images
that were unclassified are shown (these are not
supposed to be detected or classified), and the
number of this type of images that were
misclassified as handguns and knives are shown.
Number of handgun images, Ny is 100, number of
knife images, Nk is 100, and number of non-
weapon/other weapon images, N, is 16. For the
handgun class, 64% of the class were truly detected,
10% were misclassified as knife images and 26%
were undetected. For the knife class, 48% of the
class were truly detected, 16% were misclassified as
handgun images, and 36% were undetected. This
shows again that the model has better detection of
guns than knives. However, the percentage of non-
detections for the two classes are considerable. For
the non-weapon images, 37.5% were identified as
they were, 37.5% misidentified as knife images and
25% misidentified as handgun images.
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For the overall analysis, true detection of handgun
and knife images is taken as true positive (TP), while
non detection of NW images is taken as true
negative (TN). Also, non-detection of handgun and
knife images is taken as false negative (FN).
Detection of NW images as handgun images or knife
images is taken as false positive (FP). Also,
misclassification of handgun images as knife images
and knife images as handgun images are taken as
false positive too (FP).

Therefore, from Figure 9, TP, FP, and FN are as
shown in Equations (1) — (3).

TP = TPy + TPy = 48 +64 = 112 (1)

FP = FPy+ FPy=(10+6) + (16 +4) =36 (2)

FN=FN;+ FN,=36+26=62 3)
TN=6
where k& and # stand for knife and handgun
respectively.

Evaluating Precision, Recall, Fl-score and
Accuracy as expressed in Equations (4) — (8)
respectively for the entire test dataset,

Overall Precision, Poy = ‘TPTP “
TP

Overall Recall, Rgy = e ®)
_ o (PauXRau

Overall Fl-score, Flscorey; = 2 (Pa”+Ra”> (6)

TP

e O

Overall A Ay = i 8

verall ACCuracy, Aan = T rprrn+T ®)

Substituting values, Pay = 0.757; Rai = 0.644; F1-
score, = 0.696; and A. = 0.546.

Overall, the model was able to detect and distinguish
between guns and knives with reasonable precision,
although there were some misclassifications and
missed detections which are not insignificant. This
is responsible for the lower accuracy value. Also,
compared with the results in Table 1, these above
performance metric values for the test set show a
better result than for the validation set, probably
owing to larger test set than the validation set.

Therefore, this indicates that the model will be
effective in many scenarios involving larger
datasets; with room for improvement, especially in
handling more challenging detection conditions to
improve its overall accuracy.

Challenges

Throughout the evaluation of the model for weapon
detection, challenges were encountered, particularly
with false positives, false negatives, object
misclassifications, and different confidence levels
for same images. One key issue was the occurrence
of false negatives, where actual weapons present in
the images were not detected by the model. This
often happened in situations where weapons were
partially obscured, in motion, appeared in low-
contrast conditions (e.g., poor lighting), or image in
white and black. These misses are critical, as
undetected weapons in real-time surveillance
applications could lead to safety risks. Conversely,
false positives also occurred, where non-weapon
objects were mistakenly identified as weapons. In
some cases, everyday objects such as tools or
household items were incorrectly classified as guns
or knives. This was likely due to visual similarities
between the shape or texture of certain objects and
the weapons in the training data. These false
positives could pose problems in real-world
scenarios, where incorrect identification might
trigger unnecessary alarms.

Additionally, the model occasionally struggled with
misclassifications, particularly between long guns,
cutlasses and knives in the local custom dataset. For
example, some objects that should have been
identified as guns (long guns) were misclassified as
knives, and vice versa. These misclassifications
point to the need for more refined training data or
further tuning of the model's ability to differentiate
between these two classes of weapons.

These challenges highlight areas for further
improvement, particularly in enhancing the model's
accuracy and reducing its susceptibility to false
detections. Future improvements should focus on
refining the model to reduce false positives and false
negatives, as well as expanding the dataset to
include more diverse environments. The dataset
used for training and validation primarily focused on
guns and knives. Expanding the dataset to include a
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wider range of weapons and objects in more diverse
environments (e.g., crowded public areas, rural
settings) could enhance the model’s generalisation
ability and reduce misclassification errors.

Conclusions

The weapon detection system developed in this
work demonstrates the effectiveness of using
YOLOv10 for identifying guns and knives,
particularly in environments relevant to Nigeria’s
security context. By leveraging a dataset tailored to
include both common foreign and local indigenous
weapons, that is, region-specific weapon types that
are typically overlooked in standard datasets, the
system becomes more robust and applicable to
environments such as Nigeria where regional
security challenges differ significantly from
Western world contexts. On the datasets used, the
model achieved good results in terms of precision,
recall, and F1-score. Overall accuracy is about 55%
due to considerable missed detections of the
indigenous weapons, but there is room for further
improvement. The system can assist in the
prevention of terrorism, kidnappings, and other
criminal activities in Nigeria by detecting weapons
in real-time.

This work achieved some results, nevertheless, there
are some areas where future work would further
improve applicability:

(i) For real-time use in public spaces, the model
can be optimised for deployment on edge
devices or integrated into existing security
infrastructure. Further research into reducing
the model’s computational load without
sacrificing accuracy would enable easier
integration.

(i1) Future expansion of this work could include
the detection of non-lethal weapons (e.g.,
pepper spray, stun guns, etc.) to address a
broader range of security threats.

(i) The weapon detection system could be
integrated into existing CCTV systems or the
existing security infrastructure of the country.
An interface for security personnel to monitor
detected weapons, automated with alarm
systems for real-time threat alerts, would
make the system more practical for day-to-
day security operations. This is essential in
high-stress or high-risk environments,

allowing security teams to focus on response
rather than detection.
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